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Federated learning is a new learning paradigm which utilizes crowdsourced data stored at dispersed user
devices (aka clients) to learn a global model. Studies have shown that even though data are kept on local
devices, an adversary is still able to infer client information during the training process or from the learned
model. Differential privacy has recently been introduced to deep learning model training, to protect data
privacy of clients. Nonetheless, it exacerbates unfairness with the learned model among participating clients
due to its uniform clipping and noise addition, even when the training loss function explicitly considers
unfairness. To validate the impact of the differential privacy mechanism in federated learning, we carefully
approximate the correlation between fairness performance across clients and the fundamental operations
within the differential privacy mechanism and quantify the influence of differential privacy mechanisms on
model performance across various clients. Subsequently, leveraging our theoretical findings regarding the
effect of the differential privacy mechanism, we formulate the unfairness mitigation problem and propose
an algorithm based on the modified method of differential multipliers. Extensive evaluation shows that our
method outperforms state-of-the-art differentially private federated learning algorithm by about 30% for non-
ii.d. data distribution in terms of the variance of model performance across clients.

CCS Concepts: « Computing methodologies — Cooperation and coordination; « Security and privacy
— Distributed systems security;

Additional Key Words and Phrases: Federated learning, fairness, differential privacy

ACM Reference Format:

Bingqian Du, Liyao Xiang, and Chuan Wu. 2025. Mitigating Unfairness in Differentially-Private Feder-
ated Learning. ACM Trans. Model. Perform. Eval. Comput. Syst. 10, 2, Article 12 (May 2025), 25 pages.
https://doi.org/10.1145/3725847

1 Introduction

To learn a global machine learning model with dispersed data at a vast number of volatile clients,
federated learning has been proposed [20] and used in various applications. For example, it has
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been used for next-word prediction of smartphone keyboard [16] and hospitalization prediction
for cardiac events [6].

Federated learning is iterative: the global model is distributed to clients, which compute parame-
ter updates using local data and send updates to a central server; the central server performs global
model updates and redistributes the up-to-date model to the clients for further training. As com-
pared to conventional distributed learning, federated learning features high volatility of clients,
highly-skewed non-i.i.d. data distribution and privacy issue [22]. A large number of studies have
shown that reconstruction attack and membership attack are possible in federated learning based
on knowledge of gradients and the final learned model [13, 17], and additional privacy preserving
measures should be taken.

Differential privacy mechanisms have recently been adopted to deep learning settings and
shown effectiveness in preventing client identity leakage in both the training process and with
the final learned model [2, 28]. The most common differential privacy mechanism used in Sto-
chastic Gradient Descent (SGD)-based deep learning is to add additional noise to the gradients
computed by clients [2]. The amount of noise added is proportional to the norm of the respective
gradients, in order to hide the contribution of any single client to model learning. To bound the
amount of noises and achieve high test accuracy, gradient clipping is usually applied [2], which
scales down the gradients of all clients by a uniform clipping value so that all clients’ gradients
have a norm smaller than this value.

Recently, studies have shown that with non-i.i.d. sample class distribution across clients, feder-
ated learning itself leads to unfairness among different clients [23, 29], in terms of the accuracy
(the percentage of correct predictions compared to the labels) or loss (the average errors made
for samples) evaluated with the data samples of each client using the trained model, respectively.
For example, the experiments in [23] show that naive federated averaging training over the Senti-
ment140 dataset [14] of 1101 X (formerly known as Twitter) accounts/clients would cause hundreds
of clients to experience a model accuracy of less than 0.25 while other clients have an accuracy
higher than 0.75. Even though clients all contribute their private data to the training process, they
receive severely unfair treatment on the learned model. Furthermore, it has been shown [3] that
adding differential privacy mechanisms in deep learning may further aggravate this unfairness is-
sue. That is, the trained model may result in more significant skewness in accuracy/loss achieved
by different groups/clients, as compared to not employing differential privacy. We have observed
that despite applying unfairness mitigation methods during the gradient calculation phase, the fact
that the differential privacy mechanism is added after gradient calculation undermines the efficiency
of the unfairness mitigation method utilized beforehand. As a motivating instance, we investigate
the model performance of the FedAvg [27] algorithm and the fairness-aware federated learning
algorithm q-FedAvg [23], both with and without the application of differential privacy during the
training process in Figure 1. The results confirm that unfairness worsens after the introduction
of differential privacy. Moreover, they suggest that designing fairness mitigation methods in
differentially private federated learning without accounting for the operations within
the differential privacy mechanism could be inadequate.

Mitigating this unfairness in differentially private federated learning is imperative primarily
because the learned model may achieve high accuracy on average, while individual clients have
no performance guarantee. This unfairness could discriminate against certain clients, especially
given the application of federated learning in privacy-sensitive domains such as healthcare and
finance. Consequently, it could deter participation and data contribution from clients experiencing
inferior performance. To address unfairness in differentially-private federated learning, we aim at
answering the following two questions:
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Fig. 1. The fairness level of the learned model with and without the differential privacy mechanism.

(1) What are the key factors contributing to the unfairness in differentially private federated

learning? And how do these factors influence each individual client?

(2) How can we mitigate unfairness in differentially private federated learning without impos-

ing additional computation and communication overhead on clients?

Targeting these questions, we first carefully analyze the effects of both clipping and noise addi-
tion to gradients, and then quantify how differential privacy influences model performance across
different clients. We proceed by formulating a constrained optimization problem based on our
theoretical analysis results. Subsequently, we propose an algorithm to derive adaptive clipping
values aimed at achieving both loss minimization and unfairness mitigation. Our key technical
contributions are summarized as follows:

> First, we examine the fluctuation in fairness level during the parameter update process in
differentially private federated learning and identify the critical factors associated with it.
Our findings indicate that statistical heterogeneity among clients and the parameters within
the differential privacy mechanism directly determine the model’s performance in terms
of fairness. Next, We analyze the gradient deviation incurred by differential privacy for a
single client, which consists of two parts: one bias term reflecting how much of the original
gradients is kept after clipping, and one variance term showing the impact of the magnitude
of the noise on gradients. This result exposes an inherent tradeoff between gradient clipping
operations and noise addition operations within the differential privacy mechanism when
considering the fairness of the model.

Drawing from our theoretical analysis results, we delineate several properties that a fairness
mitigation method in the differentially private federated learning process should adhere to
and we formulate the optimization problem accordingly, aiming at optimizing the clipping
values for all clients to strike a balance between loss minimization and unfairness mitigation.
Due to the complexity of NN loss computation, accurately calculating a closed-form function
for the optimal clipping values is technically challenging. Therefore, we employ the modified
method of differential multipliers and Taylor approximation to derive the solution to the
optimization problem, all while avoiding any additional communication and computation
overhead for clients.

To the best of our knowledge, this is the first work to emphasize that the design of the dif-
ferential privacy mechanism should be integrated with unfairness mitigation, rather than
merely adding it to the gradients calculated by a fairness-aware learning algorithm, as com-
monly practiced in existing unfairness mitigation solutions. Evaluation results indicate that
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our method can enhance fairness by approximately 20% to 30% in terms of the variance of
model performance among different clients while achieving accuracy that is almost compa-
rable to state-of-the-art differentially privacy federated learning algorithm.

2 Preliminaries
2.1 Differential Privacy

Differential privacy is a privacy-preservation paradigm which ensures that an adversary with arbi-
trary side information (e.g., the identity of other clients except the one it is inferring) can not infer,
with high probability, whether a particular client has contributed its data, by hiding the contribu-
tion of the client using some mechanisms (e.g., adding noise proportional to client contribution).
The (e, §) differential privacy definition is given as follows:

Definition 1 (Differential Privacy [2]). A randomized mechanism M: D — R, which maps the
domain D to range R, satisfies (€, §)-differential privacy if for any pair of adjacent inputs (only
differ in one entry) d,d” € D, it holds that

Pr[M(d) € O] < e°Pr[M(d’) € O] + 6§, (1)
where O € R.

Here, € and ¢ are privacy parameters. Smaller € corresponds to better privacy. § accounts for
the probability that Pr[M(d) € O] > e“Pr[M(d’) € O].

A commonly adopted differential privacy scheme is the Gaussian mechanism (GM), which
preserves the (e, §)-differential privacy of function f by adding noises sampled from a normal
distribution to the output of f. The noise distribution has a variance proportional to the sensitivity
of f, so that it is capable to hide the contribution of any single client. The sensitivity Sy of function
f is defined as the maximum l;-norm difference between f for any adjacent input pair: Sy =
maxgy ¢ ep || f(d) = f(d’)l|2. In order to achieve a bounded Sy, clipping operation is usually applied.
BACI)

max(1, LG )

For each x € d, we clip the value of f(x) by , where S is the uniform clipping value for

all x (i.e., uniform clipping).

2.2 Federated Learning with Differential Privacy

The most popular federated learning scheme is FedAvg [27], which randomly samples a subset
of clients in each training round and lets each of them perform several training epochs using
local data before sending gradients to the central server, which aggregates all gradients from these
clients for global model update. Given complete client set C, the goal of federated learning typically
is

min L) = > peLe(w)with Le(w) = — > Liw, xa), @)

v keC " Xq €Qx

where Lj(w) is the loss function of client k, which equals to the empirical loss on its local data
sample set Q. Each client k is associated with a particular weight py, which indicates the contribu-
tion of client k and normally is calculated by "7" ni denotes the training sample number of client
k and n = Y ;cc nk. By setting pr = "7" federated learning is minimizing a traditional empirical
risk objective over the complete dataset across all clients. In FedAvg, at round ¢ of training, central
server uniformly at random samples a subset of clients C;, then the gradient would be updated by
averaging the local gradients/updates g¥ from client k € C; as follows:

Wil = Wr + —| Z Pkgf- (3)
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There have been recent studies applying differential privacy to federated learning, due to pos-
sible data reconstruction attack and client membership attack in the training process and with
the trained model [12, 31]. There are two different notions of differential privacy in the federated
learning setting:

Local differential privacy. Each client obfuscates gradients locally before gradient aggregation.
This ensures that the adversary cannot infer the knowledge of single data sample used for client’s
gradient computation [18, 33]. But this method can be too stringent for practical usage, with in-
creasing noise injection when the client number increases [5, 32].

Global differential privacy. It ensures differential privacy across all clients by applying differential
privacy mechanisms to aggregated gradients so that contribution of a single client is hidden and
noises are added at the central server side. McMahan et al. [28] design a global differentially-
private federated learning scheme, employing the Gaussian mechanism with uniform clipping,
and add noise to the average of clipped gradients from sampled clients. They find that realistic
training of differentially private federated learning is possible with negligible loss in model utility.

We focus on global differential privacy instead of local differential privacy in this article with the
goal to seek the possibility of mitigating unfairness through careful design of differential privacy
mechanism. The autonomous characteristic of local differential privacy hinders the achievement
of such a goal. That is clients may deviate from the goal of achieving a fair learned model and
design local differential privacy mechanism to maximize its own performance.

2.3 Fairness in Federated Learning

We consider fair treatment of the learned model for different clients [23], i.e., similar performance
evaluated at different clients with their own data samples using the model. We use the following
fairness definition in this work and use the loss as the performance metric in theoretical analysis.

Definition 2 (Fairness of Model Performance [23]). For any two machine learning models w and
w, we say model w is more fair than w if the performance of w on total C clients is more uniform
than performance of w on C clients.

This fairness definition is different from the traditional ones, such as demographic parity or
equalized odds, which are evaluated on groups with different sensitive features, such as gender
or race. For federated learning, the heterogeneity of data distribution is mainly among clients and
a more equitable outcome of the learned model could offer increased performance assurance for
all participating clients. These concerns motivate our fairness definition for federated learning
framework.

3 Related Work
3.1 Fairness in Machine Learning

Most of existing machine learning works consider fairness as parity performance with respect to
sensitive attributes, which is different from the goal we want to achieve in this work. In centralized
machine learning, Dwork et al. [9] investigate fairness in classification problems to prevent dis-
crimination against protected population subgroups, e.g., minority population groups should have
similar outcome as the majority. Their fairness is defined as Lipschitz mapping, which requires the
distance between outcomes of two individuals is upper bounded by the distance between individ-
uals themselves. This fairness definition proposed can be seen as a generalization of differential
privacy, by requiring the distance between the outcomes of two similar input to be bounded. Cum-
mings et al. [7] show the existence of a probably approximately correct (PAC) learner with
high probability, that is both differentially private and fair with Equality of False Positives and
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Equality of False Negatives for sensitive attributes. The fairness of Demographic Parity for pro-
tected attributes and differential privacy of a logistic regression model are investigated by Xu
et al. [36]. Jagielski et al. [19] study the fair learning of classifier with protected attributes, such
as race, gender, and so on, under the constraint of differential privacy. The relationship between
fairness of different groups and differential privacy has been empirically studied by [11].

In federated and decentralized learning, Du et al. [8] utilize a minimax game to assign individ-
ual reweighing values to training samples and consider reweighing in the loss function and the
fairness constraint of demographic parity with respect to sensitive attributes. Zhang et al. [38]
propose to use a multi-agent reinforcement learning framework and a secure information aggre-
gation protocol to optimize accuracy and fairness towards some demographic attributes. The de-
centralized setting was considered by Lyu et al. [25], which builds a reputation system to ensure
that clients with more contributions have higher credibility and better performing final model for
fairness, which is the opposite of the fairness we investigate. Gu et al. FairFed [10] introduces a
novel fairness-aware aggregation method aimed at addressing group fairness in federated learn-
ing, helping to mitigate potential biases against certain populations. [15] investigate the impact of
differential privacy to fairness in FL through extensive empirical study, but the specific strategy
for designing DP mechanism is missing.

There are few works that study similar fairness definition as ours. Mohri et al. [29] are among
the first to study fairness in federated learning. They show that the learned model by existing fed-
erated learning methods can be biased towards some clients. They propose an agnostic federated
learning scheme to mitigate this unfairness, optimizing the loss function with respect to the data
distribution of the client experiencing the worst model performance. Li et al. [23] further study
this unfairness and propose qFedAvg training, whose objective to optimize is 3.} | ljjr—kaLk(w)”“
instead of standard Zg:l prLi(w), where Li(w) is the loss function of client k and py, is the weight
for client k. « is a hyper-parameter to control the level of fairness, and C is the client set. By
improving the objective to optimize in federated learning, qFedAvg and agnostic federated learn-
ing give more weights to clients with poor performance to achieve better fairness. None of them
consider privacy preserving in their works. However, Bagdasaryan et al. [3] show that differen-
tial privacy itself can cause unexpected unfairness among participants, worsening the situation
of federated learning. Ling et al. [24] addresses unfairness by proposing a novel loss function
that includes an unfairness penalty term. The weight of this penalty is optimized by balancing the
tradeoff between fairness and the clipping operation in local differential privacy, a method that
operates independently of the global differential privacy mechanisms examined in our work.

Our work investigates the unfairness in differentially-private federated learning, and seek the
possibility to mitigate the unfairness by carefully designing the differential privacy mechanism,
which is orthogonal to methods with reweighted loss function and can be combined with them.

3.2 Privacy Protection in Federated Learning

One of the basic motivations of federated learning is to protect the data privacy of participating
clients. Zhang et al. [40] leverage this property of federated learning to resolve the data deficiency
problem in data-driven machinery fault diagnosis and develop self-supervised learning and dy-
namic validation scheme for the learning process. Zhang et al. [39] further investigate the data
privacy-preserving federated transfer learning problem in machinery fault diagnosis tasks and
utilize adversarial learning and a prediction consistency scheme to solve the domain shift issue.
The privacy threat and defense mechanism in federated learning have been discussed by Xiong
et al. [35]. They analyse the privacy leakage in federated learning with non-i.i.d data distribution
and propose a novel algorithm to protect the privacy for federated learning. Wei et al. [33] consider
local differential privacy mechanism for federated learning and develop a theoretical convergence
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bound for the trained model in local DP scenario. Ma et al. [26] analyze the privacy and security
issues in federated learning and point out several challenges when deploying privacy and secu-
rity preserving methods in federated learning. Even though a large number of works focus on
the privacy protection issue in federated learning, few of them consider the fairness problem in
differentially private federated learning scenario.

4 Problem Model
4.1 The Federated Learning System

We consider federated learning of a model over a large number of C clients. Each client stands for
a user or a device, which has collected a local dataset. We use w to denote the set of parameters
in the model. In each training round ¢, a central server randomly selects a subset of m; clients,
where each client is sampled independently with probability g to utilize the moment accountant
[2], sends the global model w; to them, and invites them to train on their local dataset for E epochs.
Each epoch represents the training with the entire local dataset to compute a loss and derive the
gradients of model parameters based on the loss [27].

In each training round, the sampled clients jointly optimize loss function (2). In the global update
process, term é is added to ensure the aggregated gradient is an unbiased estimator of the complete

gradient )}, cc pkgl’f .
1
Wit1 = Wr + — Z Pkgf~ 4)
kem;

After E epochs of local training, each client sends its computed gradients to the central server.
After aggregating all gradients from the selected clients, the server updates its global model pa-
rameters accordingly to obtain w;;. The training repeats until the global model converges. Let T
denote the total number of training rounds that ensures model convergence. Relevant notations
are listed in Table 1.

4.2 Differential Privacy Mechanism

We consider the Gaussian mechanism [2] to achieve differential privacy (DP) in federated learn-
ing. Gradient clipping and noise addition are both applied to bound the sensitivity of the sum

Table 1. Notation

C total # of clients k client index

q sampling probability n learning rate
Lk loss function of client k E # of epochs

batch size of clients €,0 | privacy parameter

n | # of samples from all clients | d # of parameters
ng # of samples of client k pr | weight of client k
m; the set of clients sampled at round ¢

gl]f gradient updates from client k at round ¢

C f clipping value to client k’s gradients at round ¢

C; upper bound of CF,Vk € [1,m,] at round ¢

g random vector of sampled noises at round ¢

IF gradient norm of client k at round ¢

o variance parameter for noise distribution

Wi parameters of neural network at round ¢

M differential privacy mechanism
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operation and to achieve privacy. The summation operation is to aggregate gradient updates from
sampled clients, and the sensitivity is therefore the maximum difference of I;-norm of the aggre-
gated gradient update for any two adjacent sampled client sets. We grant this framework maximum
flexibility to investigate how operations in differential privacy impact the fairness of the model.
Let CF denote the clipping value for the gradient of client k at round ¢ and let C, denote the upper
bound of the clipping values across all clients, which also represents the sensitivity. ¢, is a vector
of d independently sampled random variables according to the normal distribution N(0, 02C?),
where d is the number of parameters in w (i.e, d = |w|) and o is the variance parameter for
noise distribution. Larger o corresponds to higher privacy. Let g¥ be the vector of gradients that
the server receives from client k, computed with k’s local dataset. The global model is updated
at the server as follows with the differential privacy mechanism in place [28]. Here we use w; to
represent the vector of model parameters obtained with different privacy mechanism added.

Wil = Wy — Z&k'minl ¢ +¢ (5)
A PR llgfle)

kem,

With the Gaussian differential privacy mechanism, we multiply gradients computed by each

k
client, gf , by min(1, I\;gllz) for gradient clipping to ensure the l;-norm of its gradient is no larger

than clipping value C¥, before adding all of them from the m; clients; we then add noise ¢; to the
aggregated gradients. The central server is responsible for setting the clipping value C¥,C, and
noise variance o to enforce differential privacy.

In the global differential privacy scenario, reliable transmission (i.e., no eavesdropping) and
trusted server are assumed, as otherwise, DP mechanisms have to be added to the gradients locally
before sending gradients to the server, which is the case of local differential privacy. The adversary
has access to noisy gradients in each training round and the final learned model, and has arbitrary
auxiliary information. The clients can be honest-but-curious, meaning that they would not deviate
from defined protocols and use harmful data for training, but they will attempt to infer all possible
information from received messages. The central server responsible for setting differential privacy
mechanism and global model update is trusted by all clients.

4.3 Goal

Our goal is to train a fair model under the federated learning framework, with differential privacy
mechanism (5) applied at each round of model update. We assume that the dataset of individual
client only consists of unpolluted samples so that the fairness requirement of final learned model
is reasonable. We exploit the maximum gap between the expected model performance and the
model performance for a single client as our fairness metric to measure the uniformity of model
performance and we utilize loss as the reference for the model performance. In particular, within
each training round ¢, our aim is at minimizing the following term alongside the expected model
loss:

Ck
mmmax Z |C|.£k(wt+1) Lj(w;41)| subject to: wiq = wy — (k; Pk k. i (l, ||gg”2) +¢t)
(6)

where L (w;1) is the loss function of client k. To achieve this goal, we address the two questions
posed in Sec 1 and proceed with two steps: (i) Discover the reasons behind why the model may
exhibit unfairness in differentially private federated learning: we characterize the fairness
dynamics during the training process and investigate the impact of the differential privacy on the
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gradients used in model update, to provide a theoretical understanding of how we can effectively
mitigate unfairness; (ii) Develop a fairness mitigation method based on theoretical insights:
we define the complete optimization problem using the insights gathered from theoretical analy-
sis and introduce a centralized algorithm to address it, ensuring that no additional burdens are
imposed on clients. We will present the details in the next section.

5 Connecting Model Performance with Differential Privacy Mechanism

In this section, our objective is to address the first question, delving into the factors that contribute
to the issue of unfairness within the context of differentially private federated learning. To accom-
plish this objective, our first step involves analyzing the fluctuations in fairness levels throughout
a single round of the training process. From this examination, it becomes evident that fairness
level for a single client in differentially private federated learning results from the complex com-
bined effects of the model itself, the distribution of training data across all clients, and the two
primary operations, i.e., gradient clipping and noise addition, within the framework of differential
privacy mechanisms. Therefore, addressing unfairness in this situation would pose a significant
challenge. Next, our focus shifts solely to the differential privacy mechanism employed during the
global model update phase. We aim at isolating the impact of gradient clipping and noise addition
on the contribution of an individual client to the updated model. Additionally, we seek to explore
the inherent tradeoffs between these two operations when addressing unfairness.

5.1 Fairness in Differentially Private Federated Learning

We start with analyzing the fairness under differentially private federated learning, with an at-
tempt to understand what factors cause this unfairness issue. We investigate the dynamics of the
fairness under the parameter update rule (5). The following theorem elucidates the relationship
between fairness performance and the influencing factors.

THEOREM 1. Assume the loss function € is twice differentiable with respect to parameter w; and the
parameter update follows Equation (5). Given wy, the gap between the expected model performance
and the model performance of client j, Vj € C at the end of round t is upper bounded by

1
E ; — Li(wisr) | = BLLi(wi)], (7a)
~ i l£k(Wt) - Lj(Wt) -n i lV-Z:k(Wt)’g_t +’7<V£j(Wt)’9_t>, (7b)
k=1 m k=1 m —_—
(b)
initial gap (a)
’72 _T - 1 _ ’72 2 2 - 1
+ 4l kz —Hi(w) = Hj(w,)| e + - Clo kZ —Tr(Hi(we) = THHj(we) |, (70)
(c) (d)

k
where g; represents the aggregation of the clipped gradients 3 y.c,y,, %gf -min(1, chﬁ), Hy(w;) Vk €
k

C denotes the Hessian matrix of client k, and Tr(-) calculates the trace of a matrix. The expectation is
computed over the random noise distribution of the differential privacy mechanism.

The result of Theorem 1 highlights the critical factors that influence the fairness level of the
model performance in differentially private federated learning: (1) the initial disparity between
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the expected model performance across all clients and the model performance for a single client,
i.e., the initial fairness level of the model; (2) the combined impact of the clipping values of all
clients and the heterogeneity in data distribution among all clients, as reflected by terms (a), (b),
and (c); (3) the interaction between the upper bound for the clipping value across all clients C,, the
noise variance o of the differential privacy mechanism, and the statistical heterogeneity among all
clients, as illustrated by term (d). Next, we delve into terms from the result of Theorem 1 in detail
to present our findings:

— Term (a) quantifies the similarity between the gradient that minimizes the expected loss of all
clients and the clipped gradient actually used during model updating. The value of this term
is determined by the clipping values of all clients. A smaller value of this term corresponds
to a smaller expected model loss (i.e., better expected model performance) across all clients
Z;anl %Lk(wt?l)'

— Term (b) quantifies the similarity between the gradient minimizing the loss of client j and
the clipped gradient actually used for model updating, whose value is also determined by
the clipping values used by all clients. A larger value of this term corresponds to a smaller
model loss (i.e., better model performance) for client j.

— Term (c) is associated with the clipping values of all clients and the heterogeneity of data
distribution among them, as the value of Hy(w;) is influenced by the training data of client k.
If the data distribution is the same for all clients, then the value of >} | %Hk(wt) - Hj(w;)
would be close to zero.

— Term (d) is the only term that reflects the influence of the noise distribution (C; and o) of the
differential privacy mechanism. Additionally, it is also related to the heterogeneity of data
distribution (trace of Hessian matrix Hy(w;)) among all clients.

Takeaways: Upon analyzing the terms comprising the expression of the fairness level of the
model performance in Theorem 1, we conclude that (a) The fairness issue is closely tied
to the statistical heterogeneity that arises in the federated learning setting. (b) The
level of model fairness could be optimized by appropriately setting the clipping val-
ues for clients participating in the training process, as well as the upper bound of all
clipping values C; and the noise scale o. (c) Suppose the fairness-aware algorithm has
been utilized for calculating gradient gf, the operations in differential privacy mecha-
nism can still compromise its effectiveness according to term (a) and (b). (d) The mode
of client participation in federated learning directly impacts the feasibility of achiev-
ing a desired level of fairness. Full client participation, in which the updating gradi-
ents from partial clients (§;) in Theorem 1 are replaced by gradients computed through

full client participation (3], pVLr(w;) - min(1, m», offers greater opportuni-
ties for fairness adjustment. This approach enables the clipping value to be strategi-
cally designed to control each client’s contribution, thereby achieving more effective
fairness adjustment, especially when compared to scenarios with highly uneven client
participation.

We provide the detailed proof of Theorem 1 below.

Proor. We establish the proof of Theorem 1 by utilizing the Taylor approximation of the empir-
ical loss function. This allows us to derive the difference between the expected model performance
across all clients 37" | %Lk(wtﬂ) and the model performance £;(w;41) experienced by a single
client j during the training process:

For the expected model performance across all clients: Based on the parameter update rule
(5) at round t, we have the following approximation for the expected model performance, where
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|

the expectation is taken over the randomness of the noise ¢;:

m
1
E kZ —Li(wen) | ~E
=1

m 2
Z %[-ﬁk(wt) = (VLr(we), (s + ¢1)) + %(g_t +¢0) He(we)(Gr + ¢1)

k=1
(8a)
L L N\ oo Rl P
= D Lelw) =0\ ) =V Lelw).Ge ) + o D —g! Hilw)ge + B > —¢ He(wi)pe | (8b)
k=1 m k=1 m k=1 k=1 m
m 1 m 1 B ’72 m ’72 m 1 5
= D = Lelw) = ( 3]~V Lelw).ge ) + 5 Z —g! Hi(w)ge + % ) —Tr(He(we))Cio®,  (8c)
Pl = k=1 = ™

where (8b) follows from the fact that E[¢;] = 0, and (8c) follows from the independence of each
dimension of ¢,, which is sampled independently from the distribution N(0, C25?). This is demon-
strated as follows:

E [¢f He(w)e] = B | Y (@1 (Hi(wo))ii| = Tr(Hi(wi)Cio®. C)

i€ld]

where (Hg(w;));,; is the (i, i)th entry of Hessian matrix Hi(w;) and ¢! is the ith entry of noise
vector ¢;.

For the model performance of an individual client: Similarly, we could derive the model
performance for a single client £j(ws1),Vj € C as follows:

2
E[Lj(wir1)] = Lij(wy) - E [U(V-Lj(wt)sg_t +de) + %(g_t + @) Hi(we)(Ge + 1) | (10a)
2
= Lj(wy) = n{V.Lj(w), gr) + 1 gt [Hj(wy)ge +E 5 ¢tTHj(Wt)¢t] , (10b)
2
= Lij(w) = n{VLj(w;), gr) + %g’tTHj(Wt)g’t + %Tr(Hj(Wt))C%O'Z~ (10c)

To obtain the gap between the expected model performance across all clients and the model per-
formance for client j, we take the differences between (8c) and (10c),

1
B> = Li(wis) | —ELLi(we)), (11a)
Pl
zil.ﬁ (wy) — iivz (We), § +'7—zzm:l Hi(w)g n—ziiTr(H (wi))Cia?, (11b)
kzlmk t 'Ykzlm kWt ), gr 2 =1m k(We)gr + 2k:1m k(Wi 10
2 2
= L(w) + 1V Li(w0),G1) = gl Hi(wi)gi = "L Te(Hj(w)Cho? (110)
1 1 ) )
= Z —Li(w;y) - Lj(Wt) -n <Z _V—Ek(Wt),gt> +’7<V-£j(wt)’gt>’ (11d)
Pl Pl _
(b)
initial gap (a)
" r(xol e 20 L
+ 4l kZ —Hi(we) = Hy(we) | g + - Clo ; —Tr(Hi(we) = Tr(Hj(we)) |. (11¢)
© )
which concludes the proof. O
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5.2 Differential Privacy’s Effect on Single Client’s Contribution

The preceding analysis demonstrates that the fairness level in differentially private federated learn-
ing is a complex outcome resulting from the interplay between the operations of the differential
privacy mechanism and the inherent statistical heterogeneity present in the federated learning
scenario. To disentangle the effect of the differential privacy mechanism on fairness, we investi-
gate the impact of the two key components in the differential privacy mechanism on the fairness
issue. Let §]f be the gradients of client k after applying the clipping operation to its gradients g~
at round ¢, and ¥ denote the gradients after both clipping and noise addition. Since ¢, is added
to the aggregated gradients from the local updates of |m;| sampled clients, for a single client, we

k
consider noise |it| Then we have g& = g¥ - min(1, g kH ) and ¢F = g~ +

Im I
impact of differential privacy mechanism on each client’s contribution to model training, by the ex-
pected difference’ between the original gradients and gradients after applying differential privacy
mechanism. The expectation is computed with respect to the noise distribution N(0, 62C?).

THEOREM 2. The gradient deviation from the original gradient that minimizes the loss of a single
client after the differential privacy mechanism can be upper bounded as follows:

N A =k
gt - o) <[t - ) = [l - o)) =i ] | ot - o
d +00 2
1 / 1 - Cy
=— > 2 x———e 2% + g~ - gF - min 1, (12a)
m.| Z x=0 V2mwoC,; t ( ||gf||2) 1
d\/1 C ck
dy1/moC: Fl[ - max(0,1- ——1|. (12b)
Cml 1 g7 12

The first inequality above is due to the triangle inequality. Since noise ¢, is d-dimensional noise
sampled from Gaussian distribution N(0, 0*C?), the value of E[||¢,||:] can be calculated based
on fx J:; xexp(—x?) = —% exp(—x?)[§® = % The change brought by differential privacy on a

k
client’s gradients is upper bounded by a bias term (| |gf||1 -max(0,1 — %)) and a variance term

g7 Il
(d \/l/_ﬂO'Ct). The bias term is due to the clipping operation, while the variance term is related to
both the clipping value and the noise variance.

To mitigate unfairness in model performance across clients, we can give clients experiencing
worse model performance larger clipping values C¥ to keep more fraction of their original gradi-

k
ents (smaller value of ||gF||; - max(0, 1- ch,j T ), allowing their gradients to contribute more during
¢ 2

model training. However, on the other hand, as the noise scale is decided by the upper bound C,
of all clipping values CX across every client k € m;,, a large CF results in a larger value of C,, thus

leading to a greater amount of noise being added to the respective gradients (larger %)
increasing the deviation of gradients from their original values for all clients prior to applying
the differential privacy mechanism, reducing the contribution of a client’s original gradients. We
need to carefully strike the sweet spot within the tradeoff, and balance the contributions
from different clients in model training, through strategically setting different clipping
values C¥ for different clients k.

>

'We utilize I;-norm here. Given that ||x||4 < ||x||p for x € R"and 1 < p < g < co, by using l;-norm, we could obtain
an upper bound of the impact of DP for all possible /-norm (I # ).
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6 Differential Privacy Mechanism for Fair Federated Learning

From the analysis presented above, we aim at addressing the unfairness issue in differentially
private federated learning. Our design is grounded in the following principles, derived from our
analysis of the key factors influencing fairness levels in differentially private federated learning
and the examination of the impact of the differential privacy mechanism on gradient deviation for
individual clients:

(1) When designing fairness mitigation methods, it’s essential to balance both minimiz-
ing loss and mitigating unfairness. Prioritizing fairness alone may compromise model
performance. For instance, optimizing the clipping value in the differential privacy mecha-
nism at each round only to consider the fair treatment among clients could result in param-
eter updates that reduce effectiveness of the model in addressing downstream tasks.

(2) Taking into account the parameters involved in the operations of the differential
privacy mechanism, such as the clipping values C¥ for all clients, the upper bound
of clipping values C;, and the noise variance o, when designing fairness mitigation
methods can enhance the fairness level of the model. The commonly used approach
to ensure model fairness involves incorporating a fairness metric as a penalty term into the
loss function, with fairness achieved through parameter updates. However, the efficiency of
this method may diminish when the differential privacy mechanism is applied post-gradient
calculation. As indicated in Theorem 1, the differential privacy mechanism directly impacts
the fairness level of the updated model. Improper parameter configuration can potentially
compromise the calculated gradient intended to ensure fairness.

(3) There is an inherent tradeoff between the gradient clipping operation and the noise
addition operation within the differential privacy mechanism when addressing un-
fairness issues. The result in Theorem 2 demonstrates that a larger clipping value for a
single client can enhance fairness when that client experiences poorer model treatment.
However, this also increases the value of C;, leading to heightened noise injection onto
the gradient, potentially undermining performance improvements for this client. Therefore,
when optimizing parameters in the differential privacy mechanism for unfairness mitigation,
it’s crucial to address this inherent contradiction specifically.

In line with these principles, the optimization problem that all clients collaborate to solve in fair
differentially private federated learning is as follows:

<a. (13)

3L L) - Lyw)
k=1 mn

m
min Zpklk(w) subject to: max
weR4 = jec

In this formulation, we consider both loss minimization to enhance the overall model performance
and ensuring fair treatment of the learned model for all participating clients. Note that fairness is
ensured through a relaxed constraint. This is because achieving exact fairness may not be possible
while maintaining both differential privacy and non-trivial model performance, particularly under
certain loss functions, such as the one used in binary classification, which assesses the model’s
probability of predicting label zero when the true label of the data sample is one [7]. The parameter
a in Equation (13) is a hyperparameter that controls the level of fairness. A smaller o corresponds
to stricter and improved fairness.

To address this constrained optimization problem in differentially private federated learning,
recalling the second and third principles drawn from Theorems 1 and 2 respectively, we propose
a method that integrates parameters in the operations of the differential privacy mechanism into
the optimization of problem (13). This approach diverges from simply applying the differential
privacy mechanism to the solution that optimizes problem (13), as it may potentially undermine
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the effectiveness of the calculated solution, as demonstrated in Theorem 1. Additionally, we
consider the tradeoff between gradient clipping operation and noise addition operation, as reflected
by Theorem 2, explicitly taking into account the impact of the noise distribution used in the
differential privacy mechanism when solving problem (13).

During each training round of differentially private federated learning, parameters are updated

k
according to wir1 = Wy — (X kem, %g{f - min(1, chﬁ) + ¢;), which incorporates both gradient
t

clipping and noise addition operations. Therefore, our method approaches problem (13) from the
perspective of the updated parameters, ensuring they optimize model performance, fairness met-
rics, and the tradeoff between gradient clipping and noise addition, even after the application of
the differential privacy mechanism. The optimization problem at each training round is as follows:

Ck
d\1/noC; + Z gf -max |0,1 — kt s (14a)
kem, 1 g5 112

Hclikn Z PeLi(Wer) +y

t kem;
. 1
subject to: max Z — L (wi1) = Lj(wesr)| < a, (14b)
jemy; |m,|
kem;
C, > CF,Vk e m;. (14c)

Here, y represents the weight for the tradeoff present in the differential privacy mechanism when
addressing fairness issues.

Due to the non-convex nature of the loss function £(-), obtaining a closed-form solution for
the clipping value CF is impossible. Therefore, we employ the modified method of differential
multipliers (MMDM) algorithm to solve constrained differential optimization. This algorithm
involves the following steps:

(1) We begin by deriving the Lagrangian of problem (14), which will be addressed via gra-

dient descent and gradient ascent during each training round. To facilitate the applica-
tion of the MMDM method, we transform the inequality constraint into an equality con-

straint. Specifically, constraint (14b) will be equal to zero if max;jem, | Xxem, ﬁ-ﬁk (Wrs1) —
Lij(w41)| < a is satisfied. However, if this condition is not met, the constraint will be equal
to maXjem, | Xkem, ﬁ.ﬁk(wﬁl) — Lj(wi1)| — . We use f(w;41) to denote this transfor-
mation, then we have

flwrer) =
1 . 1
maxjem, | Dkem, Ty LeWer1) = Lilwer)| =, if maxjem, | Xkem, T LeWer1) = Lj(wesa)| > @
0, otherwise

(15)

However, the same technique cannot be applied to constraint (14c), as it is a hard constraint
that must be adhered to for each application of the differential privacy mechanism to ensure

privacy. Instead, we directly set C; = max;epm, Cf during the solving process. The complete
Lagrangian function would be:

. ck
Lagrangian = Z PeLi(Wes1) +y |dy1/mo max Ci + Z Hgf” - max (0, 1- Tt) + A fweeys (16)
p jem T el 19511

where A is the Lagrangian multiplier for constraint (19).
(2) Subsequently, during each training round of differentially private federated learning, the
clipping values and Lagrangian multiplier are updated using gradient descent and gradient
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ascent, respectively, according to:

o’

Ziem, PkV o1 Le(We) + ydy1/mo + yligils - Vo max(0,1 - IIg’tllz)
o =c 4 +/1Vcl{f(wt+1) + Cf(Wt+1)Vc{f(Wt+1), if C{ = MaXkem, Cf (17)
t— . J
Zkem, PkVCJt'Lk(WHl) + Y“g;”l : VC{ max(0, 1 — H;{tllz)] + Avc{f(wtﬂ)
+ef (wer) Vi f(wen), otherwise
A=A+ Ef(wea). (18)

Here, { and ¢ represent the learning rates for the clipping values and Lagrangian multi-
plier, respectively. Intuitively, these updates aim at driving C¥ and consequently the up-
dated parameter after the differential privacy mechanism w;;; to optimize (14). The term
Dkem, kaC{Lk(w,H) enforces loss minimization, while the term yd\/l/_ﬂa + y||g{||1 .
<
1195112
for fairness mitigation. A and ¢ f(w;1) control the extent of penalty when the fairness con-
straint is violated. Next, we discuss how to calculate each term in the above update method.
Since wy4; is a function of C¥, which changes whenever we update the value of Ck, it be-

k(w;

comes impractical for the central server to request w to compute V., Li(wy41) every
t

Wi+1
time we update the clipping values. Doing so would result in significant computation and
communication overhead. To circumvent this issue, we approximate the value of Ly (w;1)
using a fixed parameter w;, yielding Li(w;+1) = Lir(wy) + VWth(w,)T(W,H - wy) =
Li(wy) + (gic ,Wri1 — wy). Therefore, the calculation of f(w;;1) and the derivatives in the
update rule of the clipping values can be performed as follows:

(i) For f(wes1):

V. max(0,1 - ) optimizes the inherent tradeoff in the differential privacy mechanism
t

maXjem, |Xkem, ﬁ(-&c(wt) + <gfth+1 —wp)) = (Lj(we) + <9£, Wi — W)l — a,
if maXjem, | Zkem, ﬁ(-ﬁk(wt) + (95, Wip1 — Wi)) — (-Cj(Wt)

fweer) = ;
" gl e —wi)| > a
0, otherwise
(19)
(ll) For Zkem, pkvc{Lk(WH—l):
0 Yem, Pe(Le(we) + (gF weer — we))
Z pkvc.;'-ﬁk(wt+1) =~ ke d J J ik d
kem; act
. ck
9 Scem, P91 =1 em, B9 - min(1, 0
= . d 9 (zoa)
acy
o c’
= Z Pkgf,—ﬂﬁgivcj min (1, £ )> (20b)
kem, q ! g/l

(iii) For chf(le), we use o as a shorthand for sign[ ¥’ cpm, ﬁ(.ﬁk(wt) + (g{f, Wip1 — W) —
(Lj(we) + (gi, wer1 — we))], where j represents the client with the highest degree of
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ALGORITHM 1: Fair and Differentially-Private Federated Learning

Input: client sample probability g, noise scale o, number of training rounds T, Cf update rate ¢, A
update rate &
Output: wr
Initialize: model parameter wy
1 fort € [0,T - 1] do

2 sample users with probability g to form sampled client set m;;
3 for each client k € [1,m;] in parallel do
4 Calculate L (w;);
5 gf = ClientUpdate(k, w;);
6 ¥ =1lgfllz s
7 end
s | Initialize CK = 1K, 1 =1 ;
9 for each client k € m; in parallel do
10 for 7 € [y] do
1 for each client k € [1,m;] in parallel do
12 ‘ Update Cf, A according to (17) and (18) ;
13 end
14 end
15 end
16 Ct = maxjem, Ci ;
v | ween = we - n(Z] Bgh - min(1, —S) + N(0,C0%)
= gy 112
18 end
unfairness:

j i i : c}
- (<Zk€mt ﬁgf - g-z’" _U%gtVCf mln(l’ m»’
chf(wt+1) ~ lf maxjem, | Z_kemt ﬁ(‘gk(wt) + <gf’ Wil — Wt)) (213)
—(Lj(w) + <9]th+1 —w))l > a

0, otherwise

During each training round, we iteratively apply the updates (17) and (18) multiple times at the
central server to optimize problem (14). Clients do not experience any additional computation
or communication overhead, except for transmitting the negligible-sized loss value Ly (w;). The
MMDM algorithm ensures convergence to a constrained minimum provided that the parameter
initialization lies within the vicinity of each constrained minimum and the parameters remain
bounded.

Our complete algorithm to achieve fair, differentially-private federated learning is given in
Algorithm 1. The ClientUpdate procedure is given in Algorithm 2, which is carried out on each
sampled client for training local dataset for E epochs, with the latest model parameters received
from the server. At the same time, the clipping value C¥ of sampled clients is updated according
to (17) after E epochs of local training. We want to point out that, the unclipped gradient and C¥
of each client are only known to the central server and will not be distributed to clients, and extra
differential privacy mechanism is not needed to protect their privacy.

Next, we discuss the privacy cost incurred by our method. The moment accountant [2] method
requires selecting each user independently with probability g rather than always selecting a fixed
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ALGORITHM 2: ClientUpdate
Input: client index k, global parameter w;
Output: g
1 W= w

2 for each epoch € [1,E] (E is local training epoch number) do
3 for batch b € B (B is local batch number) do

4 | w=w-—nVL(w:b)// n:local learning rate

5 end

¢ end

7 gF = (w—w)x 3

8 return gf ;

number of clients [28]. Based on this client sampling strategy, we have the following result on
privacy cost.

THEOREM 3. There exist constants c; and ¢, such that for e < ¢1q*T, Algorithm 1 satisfies (e, 5)-
differential privacy with o > c; q—‘ﬂzg(l/é).

To provide the state-of-the-art result of o which ensures (¢, §)-differential privacy given values
of € and §, we utilize the result of the moment accountant method [2]: there exist constants ¢y, ¢s,
sampling probability g and the number of steps T such that for function f with sensitivity smaller
than 1 and any € < ¢,¢’T, M(x) = f(x) + N(0, o%1) satisfies (e, §)-differential privacy for any
6 > 0 if we choose o > czq—'ﬂzg(l/(s).

LEmMmA 1. Suppose that a differential privacy mechanism M(x) = f(x) + Z satisfies (e, 5)-
differential privacy, with the clipping value Sy < 1, Z ~ N(0, o*). For mechanism M(x) = f(x) + Z
with Sy < S, it also satisfies (€, 5)-differential privacy if Z is sampled according to distribution
N(0,52) with > 8.

ProoF. We first provide the following relationship [4]: For any adjacent dataset d, d’, a mecha-
nism is (e, §)-differential privacy if and only if Pr(ip g0 > €) — ePr(ip g0 < —€) < 6, where
_ Pr(M(d)=0) . .
IMda =1In BrM(d)=0) 15 termed as privacy loss.
We show that [ 4 4 is a Gaussian random variable for any function f when noises are sam-
pled from Gaussian distribution. Without loss of generality, we suppose the output of f(x) is m-
dimensional, and each dimension of Z is sampled independently from N(0, 5%). Consider the worst

case, d and d’ differ in one entry with the largest sensitivity. Suppose (Z, Z3, . . ., Z) = 0—f(d) and
wehaves; = f(d);—f(d')i,Vi € [1,m], {X1, s* = Sf. Sowe have (Z; +s1, . .., Z+sm) = 0—f(d').

i=15;
Next, the privacy loss is

M@ =0 _ M7 (7 exp(724))
PrM(d) = o)

—(Zi+si)?
7 (e exp(F550))

&S [ Zisi
:2‘(712 +Z(?).

i=1
Since Z; ~ N(0,0%), according to the fact that if X ~ N(0,0°), aX + b ~ N(b,a*c?) and if

2

S 2
X ~ N(ux, 02),Y ~ N(uy, 05),X +Y ~ N(px + py, 02 + 0'5), we can get that [y g oo ~ N(%, U—é)
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2
Let X = % We have Iy g0 ~ N(%,X). According to the conclusion of [37], we know that
function Pr(Ip, 4,0 > €) — e“Pr(Ipq 4, < —€) is monotonically increasing in X.
Back to the functions in Lemma 1, function f(x) with Sy < 1 satisfying (e, §)-differential privacy
must have Pr(Ip 4.0 > €) — e“Pr(Ip. g0 < —€) < §, and the corresponding X = ﬁ In order to
make the function f (x) with Sf < § also satisfy (€, §)-DP, we need the X in this scenario to be

smaller than X value of f(x), which equals to i—z < ﬁ ]

Proor or THEOREM 3. The differential privacy mechanism M in Algorithm 1 adds noises sam-

k

pled from N(0, 0*C3) to X7, %gfk min(1, ch,j”
= 3
to clipping operation and the constraint CK < C;, the sensitivity of f(x) is upper bounded by C;.
Given the result of Lemma 1 and moment accountant, since the noise variance of our mechanism

) (which is equivalent to f(x) in Lemma 1). Due

T log(1/5
is already 0”C?, it is easy to know: in each training round, it suffices to have ¢ = cz%g(l/)
given € and § to achieve (e, §)-differential privacy, which concludes the proof. ]

7 Performance Evaluation
7.1 Fairness Evaluation

We implement our algorithm on TensorFlow [1], and run simulations on a machine with two
NVIDIA RTX 4,090 GPUs and 48 GB RAM. We extensively study the empirical performance of our
method in both convex and non-convex settings. The detailed setup is presented below.

7.1.1 Experimental Setup. Models and Datasets. We evaluate the performance of our
differentially-private federated learning scheme using the same datasets and models as in prior
work [23] on the fairness issue in federated learning. Specifically, we consider the following se-
tups: (1) Synthetic: Linear regression model on a synthetic dataset [30] to introduce additional
statistical heterogeneity. The synthetic dataset (xi, yx) for client k is generated by the following
function: y = argmax(softmax(Wy.x + b)), where Wi ~ N(ug, 1), b ~ N(ug, 1), and u ~ N(0, 1).
The goal of federated learning is to learn a global model y = argmax(softmax(Wx + b)). There
are a total of 100 clients, with the number of training samples on each client following a power-
law distribution. (2) Vehicle: Vehicle sensor dataset collected from 23 distributed sensors, where
each sensor corresponds to a client. A SVM model is utilized to perform a binary classification
task on this dataset to predict the type of the vehicle. (3) Sent140: 1101 X accounts of tweets
sourced from Sentiment140 [14], with each account treated as a client. The model architecture
comprises two LSTM layers followed by one fully connected layer. The task involves analyzing text
sentiment, which is formulated as a classification problem. For all three datasets, the data on each
client is randomly partitioned into training, testing, and validation sets according to a ratio of 8:1:1.
(4) Fashion MNIST: a dataset consisting of clothing images, with 60,000 samples in the training
set and 10,000 samples in the test set [34]. Samples belonging to the same class label are treated as
a single client, resulting in 10 distinct classes. The logistic regression model used is the same as in
[23]. (5) CIFAR-10: the CIFAR-10 dataset consists of colored images categorized into 10 classes,
with 6,000 images per class [21]. In this setup, images from the same class are assigned to individual
clients. A 4-layer convolutional neural network (CNN) is employed for model training [27].

Baselines. We compare our algorithm against four baselines, each of which integrates DP-
SGD [2] into its gradient aggregation step, using the median norm of the gradients from
sampled clients as the clipping value applied to all clients: (1) FedAvg [27], a widely em-
ployed federated learning algorithm, samples a subset of clients according to pix and aggregates
gradients from them to update the global model. (2) q-FedAvg [23], which utilizes the objective
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Fig. 2. Accuracy-client histogram on synthetic dataset.

PN %LZH(W) in federated learning to ensure fairness. (3) FairFed [10], originally designed to
promote demographic fairness, adjusts the aggregation weights for different groups based on both
local and global fairness performance. We adapt this approach to the fairness definition used in
our work by updating the aggregation weights to prioritize clients experiencing worse fairness
treatment from the learned model. Specifically, the weight for client k at iteration ¢ + 1 is updated
as wfﬂ = wk — B(€ — €1), where € represents the average loss across all clients and ¢ denotes the
loss for client k. (4)FedFDP [24], addresses unfairness in federated learning by incorporating an
unfairness penalty term, % Zfil(Fi(w) — F(w)), into the loss function. The weight A is optimized to
enhance model convergence under local differential privacy. In our work, we adapt this approach
to a global differential privacy mechanism and perform a grid search to find the optimal A. fair-
FedAvg denotes the result of our algorithm. No differential privacy mechanism is applied on the
client side to isolate the impact of global differential privacy, which is the focus of our work.

Default setting and Hyperparameters. The number of training rounds for Synthetic, Vehicle
and Sent140 datasets are 1,000, 200, and 100, respectively, to ensure model convergence and small
privacy cost. We adhere to well-tuned learning rates and batch sizes for the FedAvg and q-FedAvg
algorithms. Specifically, for Synthetic, Vehicle, and Sent140, the learning rates are set to 0.1, 0.01,
and 0.03, respectively. For the Fashion MNIST and CIFAR-10 datasets, the number of training
rounds is set to 800, with a learning rate of 0.1. The batch sizes for these datasets are 10, 64, 32, 64,
and 64 respectively. The local training epoch number E is set to 1, and the noise scale ¢ of the differ-
ential privacy mechanism is set to 1.0. For each round, the initial value of C¥ is set to be the gradient
norm of client k, and the learning rate { for it is set to be the minimum value between 0.0001 and

the square of the minimum gradient norm across all clients, to prevent the value of Hg’l‘ T in the
t 112

gradient of Xy ¢, Pk VC;.Ek(le) and chf(wtﬂ) from dominating the update of clipping values.
The initial A value at each round is set to 30, and the learning rate & for it is 0.005. The optimal value
of g in the objective of q-FedAvg follows the choice in [23], taking values of 1, 5, and 1 for the Syn-
thetic, Vehicle, and Sent140 datasets, respectively. The number of local updates y for C¥ and 1 is 5.

Metrics. We use the following metrics for fairness comparison: (i) Accuracy-client histogram: We
partition the accuracy range [0,1] into 40 bins and tally the number of clients whose test accuracy
falls into each bin. A more concentrated histogram indicates better fairness among clients.
(ii) Mean of the test accuracy expectation across all clients, and variance of test accuracy? across
all clients.

Figures 2 to 6 shows the test accuracy achieved among the clients when training the correspond-
ing models for Synthetic, Vehicle, Sent140, Fashion MNIST and CIFAR-10 separately. The blue bars
denote the test accuracy distribution among all clients with our method, while the red bars repre-
sent baselines. The brown colored areas indicate overlaps between our method and the baselines.
In generally, in all empirical studies, our method effectively mitigates unfairness by reducing the

2We multiply this variance by 10,000 to facilitate comparison, as the accuracy variance is typically a very small number.
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Fig. 4. Accuracy-client histogram on Sent140 dataset.

number of clients experiencing extreme test accuracy, both high and low, therefore at the expense
of a slightly reduced overall test accuracy. While q-FedAvg utilizes a fairness-aware objective for
gradient calculation, its efficacy in mitigating unfairness diminishes when the differential privacy
mechanism is applied after gradient calculation, leading to a fairness performance similar to that
of FedAvg. However, the exponential form of its aggregate loss prioritizes clients with extremely
low accuracy, thereby improving their performance and resulting in higher overall accuracy com-
pared to other methods. The comparison of fairness performance among the learned models across
these methods underscores the importance of adjusting operations within the differential privacy
mechanism when addressing fairness issues in differentially private stochastic gradient descent.

For the Synthetic dataset (Figure 2), all five methods achieve an average test accuracy between
0.7 and 0.8. Fair-FedAvg improves fairness by reducing the number of clients experiencing ex-
tremely low accuracy and maintaining more clients’ accuracy within the 0.6 to 1.0 range, compared
to FedAvg, q-FedAvg, FairFed and FedFDP. In Figure 3, for the Vehicle dataset, our method, fair-
FedAvg, keeps all clients’ accuracy within the range of 0.6 to 0.8, although with a slight decrease
in overall model accuracy. In contrast, FedAvg, q-FedAvg, FairFed, and FedFDP exhibit a much
broader accuracy distribution range. A similar trend is observed in the Sent140 dataset (Figure 4),
where fair-FedAvg maintains a more concentrated accuracy distribution by aligning more clients’
accuracy around the overall model’s expected accuracy. Meanwhile, FedAvg, q-FedAvg, FairFed,
and FedFDP display a more dispersed accuracy distribution, spanning a broader range of 0.2 to
1.0. For the Fashion MNIST dataset (Figure 5), our method delivers performance comparable to
q-FedAvg while strictly outperforming all other baselines in terms of fairness by maintaining a
narrower client accuracy distribution. On the CIFAR-10 dataset (Figure 6), our method achieves
superior fairness by keeping the accuracy distribution of all clients between 0.4 and 0.6. The eval-
uation results across all five datasets support the conclusion from Theorem 1, which suggests that
while fairness mitigation methods are applied during training, the differential privacy mechanism
must be designed with fairness in mind.

Table 2 presents the mean of accuracy, the average accuracy of the worst 10% clients, the av-
erage accuracy of the best 10% clients and the variance of accuracy distribution across all clients.
The results match our observation in Figures 2 to 6. Specifically, to promote fairness, we dynam-
ically adjust the clipping value in DP during each training iteration to minimize the maximum
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Fig. 6. Accuracy-client histogram on CIFAR-10 dataset.

Table 2. Statistics of the Test Accuracy

Dataset Mechanism | Mean | Worst 10% | Best 10% | Variance

FedAvg 75.8% 10.8% 100% 844.77
q-FedAvg | 63.3% 0.0% 100% 1,290.33
Synthetic FairFed 62.4% 0.0% 100% 1,120.52
FedFDP 68.3% 0.0% 100% 1,605.95

fair-FedAvg | 78.5% 15.5% 100% 735.13

FedAvg 83.3% 43.2% 94.3% 248.95

q-FedAvg 84.5% 46.7% 94.8% 242.77

Vehicle FairFed 84.3% 38.3% 96.0% 323.88
FedFDP 85.0% 43.2% 96.5% 279.67

fair-FedAvg | 74.5% 42.4% 85.4% 170.14

FedAvg 59.9% 15.7% 100% 615.62

q-FedAvg 62.3% 14.4% 100% 729.80

Sent140 FairFed 52.6% 0.0% 100% 1,149.0

FedFDP 64.9% 20.7% 100% 568.0

fair-FedAvg 50.0% 9.5% 90.7% 537.19

FedAvg 62.1% 28.5% 92.4% 310.55

q-FedAvg | 60.9% 26.9% 87% 201.28
Fashion MNIST FairFed 58.8% 0.0% 100% 1,070.34
FedFDP 62.6% 27.4% 92.9% 497.45

fair-FedAvg | 60.6% 32.2% 85.6% 240.96

FedAvg 50.3% 42.0% 57.0% 23.01

q-FedAvg 52.9% 42.0% 61.9% 37.76

CIFAR-10 FairFed 41.1% 35.0% 72.7% 288.94

FedFDP 50.1% 40.8% 57.4% 21.12

fair-FedAvg | 49.9% 43.2% 57.0% 16.89
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Table 3. Average Duration of One Training Round

Mechanism | Synthetic | Vehicle | Sent140 | Fashion MNIST | CIFAR-10
FedAvg 0.12s 0.85s 32.5s 1.0s 3.9s
q-FedAvg 0.14s 0.87s 34.0s 1.3s 4.5s
FairFed 0.13s 0.86s 33.6s 1.1s 4.2s
FedFDP 0.14s 0.86s 34.2s 1.2s 4.5s
fair-FedAvg 0.15s 0.96s 46.3s 1.5s 5.4s

performance gap between any individual client in the sampled client set and the expected perfor-
mance across all sampled clients at that iteration, in pursuit of meeting constraint (14b). By doing
so, our approach seeks to enhance fairness by minimizing the disparity between the most outlying
client’s performance and the expected model performance across all clients. This is demonstrated
by the performance of the “worst 10%” of clients, as presented in Table 2 of the empirical study.
Notably, our method outperforms all other baselines on 3 out of 5 datasets, while no other single
method surpasses all baselines on more than one datasets. We also use accuracy variance across all
clients as a fairness evaluation metric to capture the average performance disparity among clients.
While (14b) does not directly minimize accuracy variance, its iterative application to sampled clients
during training is expected to result in a more uniform accuracy distribution across all clients. To
further substantiate this, we provide a comparative analysis of variance performance between our
method and the baselines in Table 2, highlighting the superior fairness achieved by our approach.

7.2 Complementary Experiments

We next empirically study the computational efficiency, the effect of differential privacy to model
fairness and the model convergence behavior of our method.

7.2.1  Computational Efficiency. We measure the average duration of one training round, which
starts from client sampling and up-to-date global model distribution and ends with updates aggre-
gating and global model updating. Differential privacy is applied before global model updating. The
detailed results are given in Table 3. FedAvg is the fastest method due to its simple gradient cal-
culation and the application of standard differential privacy. The increased time with our method
is due to the computation and update of C¥ and A, which is derived based on the multiplication
between terms involving g¥. The matrix multiplication can be efficiently computed when GPU is
enabled. We observe that our method incurs only a moderate increase in training time compared
to the baselines when training the five different models on different datasets.

7.2.2  Effect of DP. We further evaluate the impact of the differential privacy mechanism on
other fairness mitigation methods to validate the conclusion of Theorem 1. The theorem suggests
that, without careful design, differential privacy can degrade the performance of fairness mitiga-
tion solutions. Using the Vehicle dataset as an example, we evaluate the accuracy distribution and
variance across all clients for the four baseline methods, with the results presented in Figure 7.
These results align with our theoretical findings in Theorem 1. After applying the differential
privacy mechanism, the fairness performance of all four baselines is affected to varying degrees,
demonstrating that differential privacy can indeed impact the fairness of the learned model, re-
gardless of whether fairness is considered during the training process. Therefore, the design of
differential privacy should account for fairness considerations.

7.2.3  Convergence. Figure 8(a)—(c) show the convergence curves for FedAvg, q-Fedavg and fair-
Fedavg on the Synthetic, Vehicle and Sent140 dataset respectively. Our approach achieves conver-
gence at a comparable speed in terms of communication rounds to both FedAvg and q-FedAvg.
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Fig. 9. The fairness level of the learned model when varying the value of a.

This finding confirms that our scheme does not adversely affect the proper convergence of the
trained model. This is primarily attributed to our approach of designing fairness mitigation meth-
ods alongside model loss minimization, which is the first principle outlined in Section 6.

7.2.4  Effect of . The hyperparameter « in the problem formulation (13) controls the desired
level of fairness, directly influencing the performance of the final learned model. In this subsection,
we vary its value to demonstrate the sensitivity of our method to this parameter. Specifically, using
the Synthetic dataset as an example, we vary the value of « to approximately 0.01, 0.5, 2.0, observ-
ing that the average loss decreases from roughly 4.0 to 1.0 over the course of the training process.
The results are presented in Figure 9. A smaller value of & enforces a more stringent fairness re-
quirement by reducing the number of clients with extremely low accuracy. However, this comes
at the cost of degrading the overall accuracy of the final learned model. Therefore, @ should be
carefully selected based on prior knowledge of the trained model and the desired tradeoff between
fairness and accuracy.

32.0 is the default & value for previous empirical results.
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8 Conclusion

This article studies unfairness mitigation in differentially-private federated learning. By carefully
analyzing the effect of clipping and noise addition on training dynamics and on the gradients of
single client, we discover that this unfairness should be addressed with the consideration of the
proper clipping values to be applied to different clients’ gradients to control the contribution of
clients during the training process. To achieve this, we formulate the optimization problem based
on the theoretical analysis results to consider loss minimization and unfairness mitigation together,
and propose an adaptive solution to adjust the clipping values for different clients. We provide
theoretical guarantee for our differential privacy mechanism. Evaluation results show that our
method can substantially improve fairness in federated learning and has favorable convergence
result, compared to state-of-the-art differentially private federated learning algorithm.
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